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User Roles

User

Dashboard

Has view access to only devices/device pools which they are given access to.
Can graph sensors they have access to.

Alerts

Has view access to alerts triggered by devices they have access to.

Alert Groups

Has no view or edit access to alert groups. They can be added to receive alerts by users of a
higher role.

Reports

Has view access to alert groups that they are a part of. They can be added to receive reports by
users of a higher role.
Can unsubscribe to reports they are added to.

Map

Has view access to only devices/device pools which they are given access to.

Devices

Has view access only to devices/device pools which they are given access to.

Users

Has view access to only users of the same role.

Account

Has view access to subscription information.
Can redeem subscriptions to account.
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Manager

Dashboard

Has view access to only devices/device pools which they are given access to.
Can graph sensors they have access to.
Can edit and assign rules to sensors they have access to.

Alerts

Has view access to alerts triggered by devices they have access to.

Alert Groups

Has view access to alert groups that they are a part of. They can be added to receive alerts by
users of a higher role.

Reports

Has view or edit access to reports. They can be added to receive reports by users of a higher
role.
Can playback reports that they are added to.
Can unsubscribe to reports they are added to.

Map

Has view access to only devices/device pools which they are given access to.

Devices

Has view access only to devices/device pools which they are given access to.

Users

Has view access to only users of the same or lower role.
Has access to user engagement of users of the same or lower role.
Can invite users only as the User role. Can only provide access to devices/device pools they
have access to.

Account

Has view access to subscription information.
Can redeem subscriptions to account.
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Tenant Administrator

Dashboard

Has view and edit access to all devices/device pools in the account.
Can graph sensors.
Can edit and assign rules to sensors.

Alerts

Has view access to all alerts triggered on the account.

Alert Groups

Has view, create and edit access to all alert groups.

Reports

Has view, create and edit access to all reports.
Can unsubscribe to reports they are a part of.

Map

Has view access to all devices/device pools.

Devices

Has view and edit access all devices on the account.
Can register new devices.
Can delete devices from the account.

Device pools

Has view, create and edit access to all device pools.
Can allocate and remove devices from device pools.
Can allocate and remove users from device pool.

Users

Has view access to all users on the account.
Can impersonate users of a lower role.
Can edit roles of users.
Can remove users from the account.
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Can invite users as the User or Manager role. Can provide access to any device pool on the
account.
Has access to user engagement of all users on the account.

Account

Has view access to subscription information.
Can redeem subscriptions to account.
Has access to purchase history.
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